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 Heterogeneous Wireless Sensor Networks (WSNs) deploys with various sensor nodes 

with different energies. Energy consumption and security are the two major issues 
when maintaining the normal operations as WSNs. Data aggregation is a particular 

operation in data gathering applications which uses a lot of energy and raises the 

question on privacy. This work focuses on energy consumption and security in 
aggregator nodes only. To handle both these issues in data aggregator nodes, this work 

proposes a new protocol by integrating energy and privacy management techniques 

called PROXimal link scheduling and SUMming homomorphic encryption 
(PROXUM). In Proximal link scheduling, each aggregator nodes in each clusters are 

allotted to a successive time slot. When the time is allotted, the aggregator node 

becomes active and complete its data transactions otherwise the aggregator node 
remains sleep. In Summing homomorphic encryption, an additive type encryption 

method is included to perform security in aggregators. Proximal link scheduling is used 

to save the energy and summing homomorphic encryption is to enhance the security. 
The performance of the proposed method are measured and proves to be less 

computational overhead of aggregator nodes, lower end to end delay and the number of 

packets received by aggregator nodes. Thus PROXUM is most suitable for 
heterogeneous WSNs for its efficient performance. 
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INTRODUCTION 

 

 Wireless sensor networks (WSNs) presents new research challenges for designing algorithms, routing 

protocols and software which enables the design of applications using sensor devices. Sensor networks 

comprises of sensor nodes that monitor physical phenomena of the environment. WSNs are used in many 

applications, including, habitat, environmental, and industrial monitoring, which have extraordinary benefits for 

the society as a whole. The WSN design often employs some approaches as energy-aware techniques, in-

network processing, multihop communication, and density control techniques to extend the network lifetime 

(Liaw, J.J., 2012). 

 Generally many of the researchers believe that nodes in wireless sensor networks (WSNs) are 

homogeneous, but some types of sensor nodes with high energy was implemented to prolong the lifetime and 

reliability of WSNs. This introduces the concept of Heterogeneous Wireless Sensor Networks (HWSNs). 

Clustering is significant technique to increase the lifetime of WSN and to decrease the energy consumption as 

well, through topology management routing. HWSNs become popular in real time deployments, and covers 

wide area. In such scenarios, the need of energy efficient protocol arises to fulfill better connectivity within the 

network (Palam Vihar, 2011). 

 A WSN may be heterogeneous or homogeneous. A heterogeneous WSN is one in which the network has 

varying types of nodes in terms of resources. Typically some nodes will have more resources available, such as 

processing power and energy, than the rest of the nodes. 
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I. Heterogeneous WSN: 

 Wireless sensor networks (WSNs) have emerged as an important new class of computation that integrates 

computing in the real world. Till date, many works involves homogeneous WSNs, where all nodes in the 

network are of the same type. However, the advancement in miniaturization of processors and in low-power 

communications combined with mass-produced sensors have enabled the development of a wide variety of 

nodes. When more than one type of node is integrated into a WSN, it is called heterogeneous. Heterogeneous 

WSNs are applicable for many applications in a single network. It has its own advantages than homogeneous 

WSNs. They are:  

 WSNs scalability was increased with the use of heterogeneous systems. 

 Through HWSN, energy drainage problem was solved. 

 Using multiple levels of fidelity from different nodes. 

 Reducing energy requirements without compromising performance. 

 Equalizing the cost and functionality of the network. 

 Supports new and higher-bandwidth applications. 

 The implementation of Heterogeneous WSN was done using either one of their two architectures. They are  

1. Staged architecture 

2. Hierarchical architecture. 

 

Staged Architecture:  

 The nodes are arranged in n series, where n is the number of tasks to be performed. In each stage, the series 

of nodes are homogeneous for their particular task. For each task, different types of nodes are used which we 

call it as staged architecture. 

 

Hierarchical Architecture:  

 A hierarchical architecture is an organization of the nodes into a forest of trees. In the single-hop 

organization, each tree has as many levels n as node types. In a multihop organization, the key difference is that 

leaf nodes may traverse a multihop path to a node of higher fidelity. 

 Research in heterogeneous WSNs is still in its infancy and is therefore rich in open problems such as energy 

consumption, stability and number of live nodes. This paper addresses the above mentioned issues for an 

efficient heterogeneous WSN. 

 

II. Related Work: 

 Hierarchical Adaptive Balanced Routing Protocol (Said Ben Alla, 2012) is an extension of the LEACH, 

which improve the stability period of the clustering hierarchy and decrease probability of failure nodes using the 

characteristic parameters of heterogeneity. 

 Energy efficient grouping protocol (Liaw, J.J., 2012) divides sensor nodes into several groups whose total 

energies are the same based on initial energy in place of the number of nodes. 

 Ameliorate Threshold Distributed Energy Efficient Clustering Algorithm (ATDEEC) (Mostafa Baghouri, 

2014) employs a new technique which excludes closest nodes to the base station from the clustering process. 

 (Palam Vihar, 2011) discusses various energy efficient control strategies in Heterogeneous WSNs. It 

compares chain based, cluster based and random based approaches. 

 Stochastic and Balanced Developed Distributed Energy-Efficient Clustering (SBDEEC) (Elbhiri Brahim, 

2009) scheme for heterogeneous wireless sensor networks. This protocol is based on dividing the network into 

dynamic clusters. The cluster’s nodes communicate with an elected node called cluster head, and then the 

cluster heads communicate the information to the base station. 

 Distributed Energy-Efficient clustering (Ritu Kadyan, Kamal Saluja, 2014) are algorithms designed for 

homogenous WSN under consideration so these protocols do not work efficiently under heterogeneous scenarios 

because these algorithms are unable to treat nodes differently in terms of their energy. 

 Heterogeneous Connected Set Covers (HCSC) problem that has as objective finding a maximum number of 

set covers such that each set cover monitors all targets and is connected to at least one supernode. 

 Energy efficient heterogeneous clustered scheme (Kumar, A., 2009) study the impact of heterogeneity of 

nodes in terms of their energy in wireless sensor networks that are hierarchically clustered. 

 In (Heinzelman, W.B. et al., 2002), an enhancement over the LEACH protocol was proposed. The protocol, 

called LEACH-C, uses a centralized clustering algorithm and the same steady-state phase as LEACH. LEACH-

C protocol can produce better performance by dispersing the cluster heads throughout the network 

 

III. Proposed Method: 

 An energy efficient and privacy aware data aggregation is achieved by using the following two protocols: 

PROXimal link scheduling and SUMming homomorphic encryption. 
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Creating A Network: 

 The network consists of various sensor nodes and a base station. The sensor nodes forms a cluster logically 

based on its geographical position. Each cluster elects its cluster head using its residual energy calculation done 

by the base station. The leaf nodes are able to communicate with their cluster heads. The cluster heads can 

communicate with the base station and to the other cluster heads. 

 

 
Fig. 1: Clustering topology. 

 

 Fig 1 shows the created network with inter cluster and intra cluster communication. The cluster heads acts 

as the data aggregator in our network. So saving the energy and security seems to be very important in this 

cluster communication. 

 

Proximal Link Scheduling: 

 This technique introduces a new cluster based protocol for heterogeneous wireless sensor networks. 

Through which large number of sensor nodes are deployed in different places to be connected to a central 

station is controlled. 

 

Clustering Protocol: 

1. Initially, the base station randomly selects a node to become a cluster head for each cluster based on 

transmission interval. 

2.  Cluster head selects only a few cluster members as active based on the sensing range and monitoring area. 

The cluster head selects the number of active members with highest energy-distance vector, ED=E/d, where E 

and d are the residual energy of a node and its distance to the cluster head respectively. 

3. The rest of the cluster members in a cluster remain in sleep mode by turning their radios off. 

4. The duty cycle of each cluster member is adjusted based on the type of sensors and application 

requirements. 

5. If any cluster member reads data before the wake-up latency has elapsed, the sensed data is considered 

invalid. 

6. Thus, the cluster member should be in duty cycle (ON mode) for the period ton> twake-up + tdata, where twake-up 

and tdata are the wake-up latency and the data sensing time respectively.  

7. After a certain time interval, active members wake-up and transmit data to the BS only if BS is within the 

communication range of CH. 

 

Sum Encryption Algorithm: 

 The base station initially preloads the public key to the sensor nodes. When the data is sensed by a sensor 

node, the data is encrypted by using the key given by the base station earlier. Then a ID is created using the 

authentication key ki
j
 (shared with its corresponding CH

j
), the sequence number N and the ciphertext. The 

sequence number N should be used just once for data freshness. Finally, the packet is sent to the CH which 

includes the encrypted data and the ID. The sum encryption algorithm for sensor node SNi which is a member of 

CH 
j 
is as follows. 

 

Encryption algorithm for Sensor nodes: 

1. Use ECC to produce Ci=( Ri, Si ) 
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2. Compress the points Ri, Si 

3. Compute IDi= hash (ki
j
, Ri|| Si|| Ni) 

4. Send ( Ri, Si, IDi) to CH
j
 

5. Ni = Ni + 1 

 Once the data received from SNi, CH
j
 first verifies the IDi received and then decompress the pair of points. 

In the other case i.e. if the verification fails then it just drops the packet. This means that the packet was 

generated, either maliciously or accidentally. Finally, the homomorphic operation is performed using point 

addition on elliptic curve. In the following, we describe the sum encryption algorithm for CH
j
. 

 

Encryption algorithm for the cluster head: 

1. Compute ID’= hash (ki
j
,Ri|| Si|| Ni) 

2. Compare IDi’ and IDi; if IDi’= IDi then go to 3; otherwise drop the packet. 

3. Decompress the points Ri, Si 

4. Use the homomorphic property of ECC to combine valid Ci and produce C’=( R’, S’) 

5. Compress the points R’, S’ 

6. Compute ID
j
= hash (kj

bs
 , R’|| S’|| N’) 

7. Send (R’, S’, ID
 j
) to the sink or the nearest CH. 

8. N’=N’+1, and also Ni..n=Ni..n+1 

 This algorithm continues until the final encrypted aggregate reaches the base station. Once the data 

received, the base station first verifies the integrity of all the incoming packets from CHs, and then 

decompresses the points. Finally, the decryption process is applied using the private key. For retrieving the 

aggregated plaintext m= m1+m2+ … + mn, the M must be resolved and since the base station is assumed to be 

secure with unlimited available energy on elliptic curve cryptosystem. 

 

RESULTS AND DISCUSSION 

 

 A 100m X 100m of randomly dispersed heterogeneous nodes with the initial energies varying between 0.5J 

to 2.25J and BS located at the center of the network system. To be fair, the total energy of the system for each 

protocol are ensured to be the same; we use a total energy of 102.5J. Also, the optimal parameters of these 

protocols are utilized in order to yield their respective best performance.  

 

 
 

Fig. 2: Computation overhead vs. Number of sensor nodes. 

 

 Figure 2 shows the effect of energy consumption which is considered as computational overhead. From the 

graph, it is understood that lower the number of nodes lesser the energy and vice versa. The proposed system 

PROXUM consumes lesser power than the ECC. It is visible that through PROXUM, network lifetime is 

increased. 
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Table 1: Parameter Settings. 

Parameter Value 

Eelec 50nJ/bit 

EDA 5nJ/bit/message 

Eo 0.5J 

k 4000 

Popt 0.1 

εfs 10pJ/bit/m2 

εmp 0.0013pJ/bit/m4 

n 100 

 

 
 
Fig. 3: End-to-end delay vs. Number of sensor nodes. 
 
 Figure 3 illustrates the end-to-end delay with the number of sensor nodes. The end- to – end delay is 
reduced in PROXUM when compared to ECC. 
 

 
Fig. 4: Number of received packets vs. Number of nodes. 
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 Figure 4 compares PROXUM with ECC where each sensor divides the ciphertext into blocks and sends 

each block separately. 

 

VI. Conclusion: 

 Limiting energy consumption is one of the most pressing problems for many real-world deployments of 

wireless sensor networks. Since sensor nodes are battery-powered, energy optimization has been one of the main 

objectives for a robust protocol design. This paper examined energy optimization methods viz, clustering 

schemes that have been employed in heterogeneous WSNs to improve the energy-efficiency in a hierarchically 

clustered deployment and secured heterogeneous WSN. Our system performs better performance than existing 

systems. We have presented PROXUM to secure data aggregation in WSN. The proposed scheme is based on 

sum homomorphic encryption algorithm that allows aggregation on encrypted data. In addition, our scheme 

provides data integrity and improves the robustness of the network. Implementation results show PROXUM‘s 

applicability to HWSN. 
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